
Location
Canada

Challenge
Log4j ransomware demand made
against Policyholder.

Solution
Crawford quickly coordinated an 
incident response.

Results
Unlocked the data and restored the 
operations within 72 hours.

Overview

Case Study 

“This claim showed the importance 
of immediately assessing  the scope 
of the attack against the precise needs 
of the Policyholder in order to resolve
the incident in the most e�cient and 
cost-e�ective manner, all in keeping 
with their entitlement under the terms 
of the Policy”

Cyber Risk
Stay ahead and remain ready to respond 
when incidents occur.

• Global network of experts trained to 
plan for and manage cyber risks.

• 24/7 omnichannel claims intake.

• Transparent claims procedures and 
reporting standard.

Ransomware
The challenge
Crawford’s Cyber Team was retained by a domestic cyber insurer 
to respond to a Log4j (JavaScript vulnerability) ransomware demand 
made against their Policyholder, a technology company who builds 
software for shipping automation and conducts data analysis.

Before the Policyholder could patch the vulnerability, the Threat Actor 
managed to encrypt a crucial server which contained two years’ worth
of business-critical data, including intellectual property (IP) related 
to ongoing client projects.

As a result of Crawford’s triage, we immediately identified that there 
was no loss of sensitive data and that the Policyholder had the technical 
capabilities to remotely disable the threat and contain the environment. 

At the direction of the Policyholder, Crawford took swift action by 
bringing in Ransomware Recovery experts who were able to discretely 
communicate with the Threat Actor and negotiate payment in exchange 
for the decryption keys. 

The solution

The Crawford Cyber team was key in managing this incident and 
ensuring that the appropriate experts executed on diligence checks 
and negotiation. This resulted in the successful retrieval of the 
decryption keys necessary to unlock the Policyholder’s data.
  
Because of the quick action of all involved, Crawford was able to help
the Policyholder cost e�ectively unlock their data and restore their 
operations within 72 hours, thereby nullifying a significant business 
interruption claim. 

Although the ultimate cost was under the Policyholder’s deductible, 
the Policyholder involved was spared significant financial loss and 
reputational damage.  

The results
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