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Cyber and business interruption
Crawford recognises the recent exponential growth of cyber-crime; understands the 
devastating operational damage that can result from a cyber-attack and has extensive 
experience in advising on mitigation steps and quantifying any business interruption loss.

In a recent global risk management Survey,  
the highest rated insurable risks were  
cyber-attack, business interruption and 
reputational damage; risks which inevitably 
are intertwined in practice. It is interesting 
to note that in a similar survey a decade 
ago, cyber-attack did not even feature as a 
risk demonstrating the rapid growth of this 
particular risk category over recent years. It is 
not surprising that another survey found that 
cyber-crime was twice as likely as any other 
fraud to be identified as the most disruptive 
and serious economic crime expected to 
impact organisations in the next two years.

The rapid growth in cyber-attacks over the last 
decade has placed experience of this type of 
loss at a premium. Since its launch in 2015, 
Crawford has established a highly regarded 
targeted loss adjusting response – Crawford 

Cyber Solution – which has dealt with over 2,000 
claims worldwide. The cyber business interruption 
expertise within Crawford Forensic Accountancy 
Services has been designed to be incorporated 
within the services offered by our cyber experts 
or can be used as a standalone service.

Crawford Forensic Accountancy Services has 
been an integral part of the Crawford response 
to cyber-attack and has been able to quickly 
build very substantial actual practical experience 
of not just quantifying cyber BI claim but being 
in a position to provide constructive mitigation 
advice at the inception of the loss thereby 
reducing any business interruption liability. 

Since 2015, CFAS have been involved in hundreds 
of cyber claims with a BI and/or financial exposure 
element, ranging from small and medium sized 
enterprise losses to multi-million euro losses.
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Crawford Forensic Accounting 
Services (CFAS)
CFAS comprises a worldwide network of  
qualified accountants who have extensive 
experience in reviewing and quantifying 
all types of financial losses across a vast 
range of industries but primarily business 
interruption losses stemming both from 
traditional property damage policies 
and also all types of cyber policies.

When required, CFAS acts as an internal 
consultant to our cyber experts but, at all times, 
maintain their own professional independence in 
quantifying any cyber business interruption loss.

CFAS also receives appointments on both 
cyber and non-cyber claims from around the 
world and works as part of a team alongside 
non-Crawford loss adjusters if required.

Crawford Cyber Solution, which was 
launched in 2015, has now managed in 
excess of 2,000 cyber incidents globally,  
and this continues to grow rapidly. We believe 
that we are now an established market 
leader. To the extent these notifications have 
resulted in a financial exposure, CFAS has 
been appointed to provide expert quantum 
services. This relates to approximately 20 
percent of all notifications, i.e. 400+ cyber BI 
claims. CFAS has also received instructions 
direct from carriers, brokers and corporates.

CFAS cyber instructions

400 +  
Cyber BI claims

Industry BI cyber claim details

Food and environmental 
testing laboratories

2019 – BI losses incurred worldwide as a 
result of operational capabilities of multiple 
laboratories being impaired – € 50m

International  
higher education

2020 – Losses resulting from potential 
students unable to access website 
or contact Insured – £1m

Sporting weapons
2019 – Loss resulting from a cyber-attack in the 
US and Canada disabling ordering portal and 
communications on insured’s website – $500k

Construction
2018 – BI losses resulting from a cyber-attack 
on UK steel girder manufacturer disabling 
all systems for a four week period – £2m

Foreign exchange
2018 – Losses arising from an attack on 
online bureau de change in UAE – $1m.

Medical equipment
2020 – Potential losses arising from 
disabling of all IT systems including 
stock control system – $2m

Auctioneer
2020 – Online UK fine wine auctioneer 
forced to cancel three auctions 
after malware attack – £400k

Fruit wholesaler
2021 – Major UK fruit wholesaler and 
supermarket supplier – all systems 
down for two weeks – £ 150k

The value of instructions range from small and mid-size enterprises losses to  
multi-million euro losses with multi-jurisdictional exposure. We set out some example  
of recent cyber business interruption losses in the table below to illustrate the range  
and depth of our experience:
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We have provided advice to 
insurers on the proposed 
BI wording to be included 
in their cyber policies and 
continue to do so.

We are also involved in  
pre-loss scenario planning and 
analysis, for example recent 
work in the marine market.

We are also able to provide 
advice on the appropriate 
maximum indemnity period to 
ensure that the requirements 
of both the insurer and the 
insured are fully met.

Why choose Crawford Forensic Accountancy Services:
• Unbiased evidence based approach.

• Immediate involvement as a result of close 
collaboration with Crawford Cyber Solution.

• Can produce a detailed document request list 
for the insured so that key documentation/
information is collated and reviewed as soon 
as possible.

• Can assist insurers in setting initial BI reserve 
and can advise on any payments on account 
where applicable.

• Can identify revenue generator enabling 
advice to be given to the insured on effective 
mitigation of any potential sales loss.

• Extensive experience of a wide range  
of industries.

• Familiar with a multitude of different  
cyber policy wordings.

• Familiar with the particular specific challenges 
of a cyber loss.

• Can quickly report on the economies of a 
ransom payment.

• Can quickly assemble multi-national/  
multi-disciplined team as and when  
required tailored to the individual needs of  
a particular incident.

• Extensive language ability.

• Ability to identify and quantify only those 
losses flowing directly from the cyber event.

• Bespoke final report detailing and summarising 
all aspects of the cyber BI loss.

Added value/services
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Some examples/case studies of 
cyber claims we have managed

An attack on a US operating division  
of a European corporation, with 
potential liability and personal 
data breach implications.

A breach at a third party supplier/service 
provider leading to complex data privacy 
considerations across 90 jurisdictions 
for a leading hotel chain/brand. 

A multi-jurisdictional privacy 
breach spanning 46 countries 
for a Swedish retailer. 

A DDOS and extortion attempt with 
accompanying data breach on a 
UK based financial institution. 

A ransomware attack on the UK 
headquarters and logistics centre 
for a major European consumer 
electrical manufacturer.

A cryptocurrency malware attack on  
an international banking organisation.

Phishing and spear phishing related 
incidents conducted in order to access a 
widely used office cloud based application 
platform, with tailored responses 
dependant on data potentially accessed.

External hack resulting in the 
unauthorised or fraudulent transfer 
of funds (involving a live internal 
investigation) for a European bank. 

Data breach of a third party web based 
portal containing customer information 
including financial records. Potential liability 
risk/exposure and damage to reputation. 

A highly publicised attack, extortion 
and privacy breach, involving potential 
terrorist activity on a UK based 
telecommunications company. 

A data breach, subsequent phishing activity 
and internal fraud leading to the theft of 
mobile phones over an extended period of 
time for a major UK mobile phone provider. 

A ransomware attack on an outsourced 
service provider specialising in the 
provision of operating systems for a 
wide and high profile client base. 

Situation

• The website of a fine wine auctioneer was 
hijacked and disabled on the final day of 
a “Specialist sale” which comprised a well 
known private collection of extremely rare 
and valuable wines.

• The policy stipulated a 90 day maximum 
indemnity period and the website was  
down for two weeks.

• The auctioneer uses the “E-bay” model.

• Auctioneer holds regular monthly sales and 
also occasional “Specialist” auctions.

• Specialist sale was aborted and postponed. 
The next monthly sale – due to start 10 
days after the attack – was cancelled as 
prospective bidders did not have access  
to the website.

• Commission revenue from each auction 
amounts to between £300-500K.

Action

• We stressed to the Insured’s representative 
that the insured had a duty to mitigate and 
therefore we hoped that the Specialist Sale 
would be re-scheduled within the 90 day 
indemnity period.

• The Insured initially submitted a claim for 
loss of revenue from the cancelled regular 
monthly sale.

• Our review ascertained that a significant 
proportion of the bottles due to be included 

in the cancelled monthly sale were in fact 
“carried forward” and included in the next 
monthly sale which we took account of in our 
BI calculation. 

• The Specialist Sale was re-scheduled  
12 months after the attack, but the Insured 
did not include the loss of revenue from the 
Specialist Sale in their claim. Instead they 
claimed estimated increased marketing 
costs of £100,000.

Result

• Having agreed the reduced loss of revenue 
resulting from the regular cancelled monthly 
sale, we were requested by Insurers to 
negotiate settlement re the estimated 
marketing costs.

• Our review of such costs found that several 
had already been incurred for the cancelled 
sale (e.g photography, promotional video 
etc.) and would not need to be re-incurred.

• Consequently we were able to agree a 
settlement for this head of claim for  

£50,000 having already agreed a substantial 
reduction for the revenue loss relating to the 
cancelled monthly sale due to subsequent 
make-up within the indemnity period.

Claim Value:  £770,000 (including  

 potential lost income from 

 Specialist sale)

Settlement:  £360,000

Case study one
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Situation

• A wholesaler of sporting and hunting 
firearms in North America suffered a cyber 
attack which affected both their US and 
Canadian website and in particular the web 
portal used by retailers to place orders.

• The US portal was disabled for three days 
whereas the Canadian portal was  
disabled for 19 days.

• 120 day maximum indemnity period.

Action

• The insured submitted a claim by calculating 
the average daily sales during the months 
affected for both the US and Canada and 
then multiplying the average daily sales 
figure by the respective number of days for 
which each portal was disabled to arrive at a 
total loss of sales.

• We explained to the Insured that this 
methodology was flawed as any subsequent  
make-up of sales later in the month would 

serve to increase the claim rather than 
reduce it.

• We carried out our own analysis of the 
claimed sales loss using two alternative 
methods ; one using budgeted sales and 
historical budget achievement ; the second 
using actual sales trends to estimate 
expected sales during the affected periods 
for both USA and Canada.

Result

• Our analysis showed that there was 
no discernible loss of sales for the US 
operation. We believe any sales lost during 
the three days when the ordering portal was 
down were subsequently made up later in 
the month. Consequently we calculated a $0 
loss against a claim of $1.1m. 

• Our analysis of the sales loss for the 
Canadian operation showed a loss 
under both methods referred to above 
of approximately $250K against a claim 
of $600K. It is logical that the Canadian 
operation suffered a loss as their ordering 
portal was down for much longer that in the 

US (19 days rather than three days) and our 
analysis indicated that not all sales lost in 
the 19 day down period were subsequently 
made up. However our calculation was still 
considerably less than the claimed amount.

Claim Value:  $1,422,000
Settlement:  $285,000

Case study two

Situation

• A market gardener who is a major supplier of 
plants to major UK supermarkets suffered a 
cyber attack in March 2020 two days before 
the first UK lockdown due to the pandemic.

• The attack disabled the Insured’s systems 
for 48 hours resulting in the Insured being 

unable to interrogate pending orders or 
to co-ordinate the picking and packing of 
plants ordered by customers.

• The Insured initially claimed a cyber BI loss 
of approximately £500,000 in respect of 
loss of sales to a major customer.

Action

• Our review demonstrated that the affected 
customer did not place any orders for a 
period of three weeks after the cyber attack. 
This was highly unusual as review of weekly 
sales for the previous two years showed 
sales every week.

• Our review also indicated that weekly sales 
sometimes were less than the amount 
ordered and sometimes more indicating that 
a shortfall in meeting orders was often made 
up the following week. 

• The Insured explained that there were no 
sales to the relevant customer in the three 
weeks following the cyber attack due to 
uncertainties relating to COVID-19 and the 
resultant lockdown.

• In response to our questioning and 
investigations, the Insured admitted that 
had it not been for the lockdown and the 
associated uncertainties, any sales lost in 
the 48 hours following the cyber attack 
would have been made up in the  
following weeks.

Result

• The Insured subsequently reduced their 
claim to £130,000 as our analysis and 
investigation showed that the claim was in 
any event overstated.

• As a result of our investigations and findings, 
Insurers reached the conclusion that any 
loss suffered by the Insured was due to 
COVID-19 rather than the cyber attack and 
therefore repudiated the claim in its entirety. 

Claim Value:  £480,000
Settlement:  £0

Case study three
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About Crawford & Company®

For over 80 years, Crawford has led the industry through relentless focus on people and the 
innovative tools that empower them. 

9,000 employees | 50,000 field resources | 70 countries | $18B+ claims managed annually

Loss
Adjusting

Managed
Repair

On-Demand
Services

Third Party
Administration

Medical
Management

Catastrophe
Response

To find out more about how Crawford 
can help with your cyber and business 
interruption needs, contact:

Learn more at
www.crawco.com/services/forensic-accounting

Paul Handy 
Global Head of Cyber

T: +44 (0) 7827 879187  
E: paul.handy@crawco.co.uk

Australia 
Graham Peters 
T: +61 412 719 433  
E: graham.peters@crawco.com.au

Asia
Jagjote Singh
T: +65 6632 8600 
E: jagjote.singh@crawford.asia

Europe & UK
Sarah Baker
T: +44 7500 797672 
E: sarah.baker@crawco.co.uk

Canada
Glenn Jarvie
T: +1-416-436-6618 
E: glenn.jarvie@crawco.ca

USA
Janis Hagenbucher
T: +1-609-504-3914 
E: janis.hagenbucher@us.crawco.com


