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By 2025, experts say there will be as many as 75 billion 
connected “internet of things” (IoT) devices.1 In simple 
terms, if a device was made in this decade and has 
an on/off switch, it likely falls into this category. These 
are wearable, usable — even livable — devices and 
spaces that connect to one another and can interact 
or exchange data. Your watch, phone, refrigerator, 
thermostat, speedometer, baby monitor — they are 
collecting data to inform some of your decisions or 
help you use your time more efficiently. Much of the 
embedded software in these devices is insecure and 
can be highly vulnerable, leaving many critical systems 
and data around the world at risk.

Our physical and digital worlds are becoming more and 
more interwoven because of the number of devices 
we use and their connection to the “cloud.” As the 
networking among machines, devices and equipment 
increases and becomes more complex, businesses 
and individuals are becoming more vulnerable to silent 
cyberattacks that can expose multiple policies and 
create catastrophic large and complex losses.

Between 2014 and 2018, organizations victimized by 
one or more successful cyberattacks climbed from 62 

to 77 percent, while optimism for dodging a successful 
cyberattack in 2019 dropped from 62 to 38 percent. 
Mobile devices remain among the top three identified 
“weakest links,” with laptops and social media in 2014 
replaced by containers and cloud infrastructure in 
2018.2 

Now, IoT devices, because of their constant 
connectivity, are also a target for cybercriminals, who 
will install the devices with cryptomining malware.3

Manual prevention, detection and response solutions 
are no longer a viable option for enterprise network 
ecosystems that must adapt to evolving threats, 
compliance requirements and technology innovations.4  

“As our society becomes more technologically 
advanced, our solution to how we prepare and address 
cyberattacks needs to also march in step with the 
advancements,” Paul Handy, Global Head of Cyber 
Risks for Crawford’s Global Technical Services (GTS), 
says. “The insurance industry must also innovate claims 
management processes to stay ahead of an ever-
evolving environment.”

3 Fortinet Threat Landscape Report, Q2 2018.
4 Nguyen-Duy, Jonathan. “Interconnecting Business & Cybersecurity,” 
August 21, 2018.
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Silent Cyberattacks: A Sleeping Giant
With the spread of the IoT comes the risk of silent 
cyberattacks. A silent cyberattack has the potential to 
expose multiple policies with just one breach when an 
insurer has not specifically excluded cyber risk in an 
all-risk policy.5 A silent cyberattack (or non-affirmative 
cyberattack as it’s also known in the industry) refers to 
cyber-related exposure that isn’t explicitly covered or 
excluded in a policy.6 

For example, research done in 2011 at Columbia 
University illustrated the risk of silent cyberattacks7 well 
ahead of the trend. In the study, researchers inserted 
a bug into a printer causing it to run until it caught fire. 
Because one single silent cyber incident can expose 
many policies, it is vital for insurance companies to 
urge customers to purchase cyber insurance to protect 
themselves from major claims that could reach billions 
of dollars in losses.
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Know the Numbers,
Know the Risk
The threat of cyberattack is one that continues to grow 
year after year. Over $6 trillion in losses is expected 
annually by 2021 , and global spending on cybersecurity 
is expected to exceed $1 trillion cumulatively from 
2017 to 20218. In addition, the number of connected 
devices, or devices that are part of the IoT, is expected 
to increase 12 percent annually, reaching 125 billion in 
2030.9 

As the threat worsens, the insurance industry will 
need to become more sophisticated in its approach 
to the following tactics that are applied to cyber risk 
mitigation:  

• Uncovering damages resulting from 
cyberattacks

• Hedging risk through proactive response and 
scenario planning

• Reporting on negligent or accidental acts by 
employees

• Resolving privacy-related claims resulting from 
data breach

• Consulting on regulatory requirements

• Assessing monetary business interruptions

Globalization adds to the looming threat of cyber 
exposures, and because cyber risk revolves around 
intangible assets like reputational risk or intellectual 
property, determining the cause and extent of coverage 
for cyber exposures presents a hurdle that requires 
specialized industry knowledge. 
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Over $6 trillion in losses is 
expected yearly by 2021, and 

global spending on cybersecurity 
is expected to reach $1 trillion 
during the five year period of 

2017 to 2021.8
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Mission Critical: 
The First 48 Hours
Businesses in the middle of a cyberattack have little 
time to deal with the complexities that go along with 
such an invasion. 

“In order to evaluate and assess damages quickly, a 
team of experts is needed to ensure the best possible 
outcome and minimize harm to the business after 
a cyber exposure,” Andrew Bart, Global Head of 
Crawford’s GTS, says. “The first 48 hours following an 
attack are critical, and there is no substitute for having 
an experienced loss adjuster develop claims mitigation 
and settlement strategies. A global, coordinated 
response to a large or complex loss can also often 
save the insurers millions of dollars.” 

The steps required to swiftly and adeptly handle a 
cyber breach include managing the crisis within the 
business, mitigating the actual risk and business 
interruption, instructing and managing experts, issuing 
public notifications, and finally resolving any potential 
claims arising from the crisis. In these scenarios, 
business leaders are buried beneath a complex issue, 
and it pays to avoid a do-it-yourself approach when it 
comes to claims management. 

The Crawford GTS Cyber Risk Group has experience 
and expertise in claims focused on:
• 24/7/365 First Notification of Loss (FNOL) 

services
• Delivery of a cyber incident crisis response and 

end-to-end claims solution, should this be required
• Scalability in the event of a major multi-

jurisdictional or systemic event
• Professionals who can deliver sound advice from a 

position of experience
• A solution which can be deployed either by 

insurers or their (insured) customers directly
• A global claims management model with local 

delivery supported by centralized control and 
governance

• A comprehensive and best-in-class panel of 
experts (‘vendors’) associated with cyber incident 
response 

The ultimate goal, however, would be to prevent 
a cyber crisis before it has a chance to unfold 
unexpectedly. 

“We encourage businesses to have a cybersecurity 
plan in place well ahead of when it’s needed,” says 
Handy. “Unfortunately, we are seeing more and more 
that every industry has a target on its back.” 

Crawford’s GTS has the tools to help manage cyber 
events effectively and minimize the impact on your 
business or your customer’s business. Whatever 
the event, however complex, wherever in the world, 
Crawford can have senior strategic loss managers on 
the ground, on the phone and online — instantly.
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Experience and Expertise You Can Trust
Crawford’s Global Technical Services specializes in responding to and mitigating the damage from cyber-
related events. Our team seeks to evaluate and assess damages under intense conditions, providing our 
clients the support, skill, resources, technology and experience they demand to respond quickly and 
appropriately.

Since 1941, Crawford & Company has delivered “top quality, promptly” to the insurance and risk management 
industries. As the world’s largest independent provider of claims management solutions, Crawford’s vast 
network can deliver the right experts at the right time — providing a comprehensive solution for any large and 
complex claim-handling needs. 

Whatever the challenge, Crawford’s Global Technical Services can provide top-quality support to insurers and 
self-insured entities worldwide.

As technology interweaves more deeply with our business processes and systems, the risk of cyber-related 
losses continues to grow. The threats of cyber-related property damage, reputation harm, legal exposure, 
business interruption and more loom large, and most organizations are ill-equipped to manage their impacts.

More government regulations on data privacy, like General Data Protection Regulation (GDPR), will also continue 
to pose challenges to businesses that handle sensitive information and must work harder to protect that data. 

Advanced planning and safeguarding assets with a rock-solid data protection program can only take businesses 
so far. Cyberattacks on businesses are becoming more of a “when” rather than an “if” scenario. According to a 
2019 report by Cybersecurity Ventures, businesses will fall victim to a ransomware attack every 11 seconds by 
2021.10  

“Just as it has become necessary to secure tangible assets through insurance, there is an increased urgency to 
add cyber insurance with access to expert-led incident response services to a business portfolio,” says Handy. 
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Looking Toward the Future
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